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SciLeads OIDC Single Sign-On Configuration Guide
This guide provides step-by-step instructions for configuring OpenID Connect (OIDC) Single Sign-On between
Okta and SciLeads.

Prerequisites
Before you begin configuring OIDC SSO, ensure the following:

You have admin access to both your Okta organization and your SciLeads account
Your SciLeads account has SSO enabled (contact SciLeads support if unsure)
Users who will use SSO have email addresses matching your organization's domain
Your organization's email domain is configured in SciLeads

Supported Features
SciLeads supports the following OIDC/SSO features:

Feature Supported Notes

SP-initiated SSO Yes Users can initiate sign-in from SciLeads login page

IdP-initiated SSO Yes Users can sign in directly from Okta dashboard

Just-In-Time (JIT)
Provisioning

No
Users must be pre-provisioned (use SCIM for automated
provisioning)

Single Logout (SLO) No Users must sign out separately from Okta and SciLeads

Force Authentication No Okta session is respected

Supported Claims

SciLeads extracts user identity from the following ID token claims:

Claim Purpose Required

preferred_username User email address (Okta) Yes

email User email address (fallback) Yes

sub Subject identifier Yes

Configuration Steps

Step 0: Install app from OIN catalog

1. Sign in to your Okta Admin Console
2. Navigate to Applications > Browse App Catalog
3. Search and add SciLeads Portal integration



OIDC-Configuration-Guide.md 2025-12-19

 / 

Step 1: Access the SciLeads Application in Okta

1. Sign in to your Okta Admin Console
2. Navigate to Applications > Applications
3. Search for and select SciLeads from the OIN catalog

Step 2: Configure Application Settings

1. Click the Sign On tab
2. Review the pre-configured OIDC settings:

Client ID: Copy this value
Client Secret: Click Show and copy this value
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Important: Store the Client Secret securely. You'll need it to configure SciLeads.

Step 3: Configure SSO in SciLeads

1. Sign in to your SciLeads account as an administrator
2. Navigate to SSO Providers
3. Click Add SSO Provider
4. Enter the following information from your Okta application:

Field Value Description
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Field Value Description

Provider Type Okta Select Okta as the identity provider

Provider Name Okta SSO Display name (customizable)

Client ID (from Okta) The Client ID from Step 2

Client Secret (from Okta) The Client Secret from Step 2

Okta Domain your-org.okta.com Your Okta organization domain

Scopes openid email profile OIDC scopes to request

5. Copy the hash from the Sign in URL
6. Click Save Configuration
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Important: The SSO Hash is unique to your organization and Client ID. If you change your Okta Client
ID, you must generate a new hash.

Step 4: Configure the SSO Hash in Okta

1. Return to the Okta Admin Console
2. Navigate to your SciLeads application
3. Click the General tab
4. In the App Settings section, locate the Login Hash field
5. Paste the SSO Hash generated in Step 3
6. Click Save
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This hash enables IdP-initiated SSO, allowing users to sign in to SciLeads directly from their Okta dashboard
by clicking the SciLeads application tile.

Step 5: Assign Users to the Application

1. In the Okta Admin Console, navigate to your SciLeads application
2. Click the Assignments tab
3. Click Assign and select:

Assign to People - For individual user assignment
Assign to Groups - For group-based assignment (recommended)

4. Select the users or groups who should have SSO access
5. Click Save and Go Back
6. Click Done

Important: Users must exist in SciLeads with matching email addresses. Use SCIM provisioning for
automated user creation.

Step 6: Test the SSO Configuration

Test SP-initiated SSO (from SciLeads):

1. Open a new browser window or incognito/private session
2. Navigate to https://portal.scileads.com/login
3. Enter a user's email address (one assigned to the Okta app)
4. Click Continue
5. You should be redirected to your Okta sign-in page
6. Sign in with your Okta credentials
7. After successful authentication, you should be redirected back to SciLeads and signed in

Test IdP-initiated SSO (from Okta):

1. Sign in to your Okta dashboard
2. Click the SciLeads application tile
3. You should be signed in to SciLeads automatically

SP-initiated SSO Flow
When users sign in from the SciLeads login page, the following flow occurs:

1. User enters email at SciLeads login page 
          │ 
          ▼ 
2. SciLeads identifies user's SSO provider 
          │ 
          ▼ 
3. User redirected to Okta authorization endpoint 
          │ 
          ▼ 
4. User authenticates with Okta credentials 

│
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          │ 
          ▼ 
5. Okta redirects to SciLeads callback with authorization code 
          │ 
          ▼ 
6. SciLeads exchanges code for ID token 
          │ 
          ▼ 
7. SciLeads validates token and creates session 
          │ 
          ▼ 
8. User is signed in to SciLeads 

Sign-in Process Details

1. Email Entry: Users enter their email on the SciLeads login page
2. Provider Discovery: SciLeads looks up the SSO configuration for the user's account
3. Authorization Request: User is redirected to Okta with:

Client ID
Requested scopes (openid, email, profile)
State parameter (CSRF protection)
Redirect URI

4. Authentication: User authenticates with Okta (may include MFA if configured)
5. Authorization Response: Okta redirects back with authorization code
6. Token Exchange: SciLeads securely exchanges code for tokens
7. User Identification: User identified by email from ID token claims
8. Session Creation: SciLeads creates a session and signs the user in

Troubleshooting

Common Issues

"SSO provider not configured" Error

Symptom: Users see an error that SSO is not configured for their account

Possible Causes & Solutions:

SSO not enabled: Verify SSO is enabled in SciLeads settings
User not associated: Ensure the user exists in SciLeads with the correct email
Domain mismatch: Verify the user's email domain matches your configured organization

"Invalid credentials" or "Authentication failed" Error

Symptom: Authentication fails after Okta sign-in

Possible Causes & Solutions:

Incorrect Client ID/Secret: Verify the Client ID and Client Secret match between Okta and SciLeads
Token validation failure: Check that your Okta domain is entered correctly in SciLeads
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Clock skew: Ensure server time is synchronized (tokens have time-based validation)

User Redirected Back to Login Page

Symptom: After Okta authentication, user returns to login page instead of dashboard

Possible Causes & Solutions:

Redirect URI mismatch: Verify redirect URI in Okta exactly matches SciLeads callback URL
State validation failure: Clear browser cookies and try again
User not found: Ensure user exists in SciLeads with matching email address

"User not found" Error

Symptom: Authentication succeeds but user cannot access SciLeads

Possible Causes & Solutions:

User not provisioned: Create the user in SciLeads or enable SCIM provisioning
Email mismatch: Verify the email in Okta matches the email in SciLeads exactly
Account association: Ensure the user is associated with the correct SciLeads account

Redirect Loop

Symptom: Browser continuously redirects between Okta and SciLeads

Possible Causes & Solutions:

Session issues: Clear browser cookies for both Okta and SciLeads
Multiple SSO configurations: Ensure only one SSO provider is enabled per account
Callback URL issues: Verify the callback URL is correctly configured

Viewing SSO Logs

In Okta:

1. Go to Reports > System Log
2. Filter for events related to the SciLeads application
3. Look for authentication events with app.oauth2.as.authorize outcome

In SciLeads:

1. Contact SciLeads support for SSO authentication logs
2. Provide the approximate time of the issue and affected user email

Error Reference

Error Message Cause Resolution

invalid_client Client ID mismatch Verify Client ID in SciLeads matches Okta
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Error Message Cause Resolution

invalid_grant Authorization code expired or reused User should retry sign-in

invalid_request Missing required parameters Check SSO configuration completeness

unauthorized_client Client Secret incorrect Re-enter Client Secret from Okta

access_denied User denied consent or not assigned Assign user to app in Okta

Security Considerations

Best Practices

1. Use HTTPS: All SSO traffic uses HTTPS encryption
2. Rotate Secrets: Periodically rotate the Client Secret in both Okta and SciLeads
3. Enable MFA: Configure MFA in Okta for enhanced security
4. Audit Access: Regularly review which users are assigned to the SciLeads app
5. Limit Assignments: Only assign users who require SciLeads access

Session Management

SciLeads sessions are independent of Okta sessions
Signing out of SciLeads does not sign out of Okta
Signing out of Okta does not automatically sign out of SciLeads
For complete sign-out, users should sign out of both applications

Support
If you encounter issues not covered in this guide:

SciLeads Support: support@scileads.com
Documentation: https://support.scileads.com
Okta Help: Contact your Okta administrator or Okta Support
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